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OVERVIEW

BACKGROUND

The Department of Water has approximately 148,000 accounts for services to residences, businesses, and
industries located in Jefferson Parish. Utility invoices are sent to residential accounts on a bi-monthly
basis (every two months) while commercial accounts (businesses and industries) are invoiced on a
monthly basis. The department currently accepts cash, checks, money orders and credit cards as forms
of payment for the utility invoices. Payments are accepted in person at three (3) payment collection
centers throughout the parish.

East Bank Office 1221 Elmwood Park Blvd, Suite 103, Jefferson
West Bank Office 4500 Westbank Expressway, Marrero
Terrytown Payment Center | 721 Terry Parkway, Terrytown

OBJECTIVES
The following were the objectives of this review:

1. Evaluate the adequacy of internal controls pertaining to the collection of payments received from
customers at the three (3) payment collection centers. (See Attachment A.)
2. Determine the feasibility of eliminating cash as a form of payment.

During the course of the review, a third objective was added to:

3. Review the collections made at the Terrytown Payment Center on behalf of other utility
companies.

SCOPE

Current policies and procedures regarding the collection of cash and other funds were obtained. Payment
transaction data from January 1, 2016, up to and including June 30, 2017, was retrieved from the AS/400
Financial Management System. The review covered a period of approximately one year and six months,
along with current day operations as of the timing of this report. This review does not address payments
collected online, through the United States Postal Services, or by any means other than the in-person
payments made at the centers listed above.
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FINDING #1

Formal written policies and procedures (P&P) act as the standards for an organization’s operations. Good
written P&P are visible to and clearly understood by the entire department/entity. P&P should be
established, followed, monitored and reviewed.

Written policies and procedures are not comprehensive, organized in a logical fashion, and specific as to
location.

The current written P&P provided by the Department of Water include one page of procedures followed
by verbiage that was added at a later date (addendums not incorporated into the original P&P) and an
email from the East Bank Office Collection Supervisor. (See Attachment B.)

Each of the three payment collection centers is structured differently from one another and have different
technology and capabilities.

The East Bank Office accepts payments at the counter, has a night drop box, processes checks that are
mailed to that location, and can transmit such checks electronically to the bank.

The West Bank Office accepts payments at the counter and has a night drop box but does not have the
technology to process and transmit checks electronically to the bank.

The Terrytown Payment Center is housed in what was previously a bank and accepts payments via drive-
thru services. This location not only accepts Jefferson Parish water payments but also accepts payments
on behalf of Entergy, Atmos, Cox, AT&T U-verse/Telephone/Direct TV and AT&T Mobility.

Written P&P should be formalized and organized in a fashion that is logical and provides a clear
understanding of what should be done, how it should be done, who should do it and when it should be
done. P&P should be tailored to represent the operations of each Payment Collection Center. For
example, the East Bank Office transmits checks to the bank electronically and deposits only cash collected.
The West Bank Office does not have the technology to transmit checks electronically to the bank;
therefore, that location includes physical checks along with cash for deposit to the bank. The Terrytown
Payment Center has different procedures from the other two centers since they collect on behalf of other
utility companies.

Such formalized, written P&P will establish controls that can deter theft and other losses, ensure that
employees at each location are consistent in handling transactions, help to cross-train staff, and hold staff
accountable for their actions.
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After conferring with the Utility Billing Collection Superintendent, Chandra Alexander, it is obvious that
the personnel in her division do not have the background necessary to formulate a written Standard
Operating Procedure that would meet the accounting requirements of the COSO framework used in this
audit. The Department of Water will work with the Department of Finance to develop and implement
formalized policies and procedures specific to each location.

We agree with the findings and recommendations provided by IA.

In addition to working with Water and the Finance Department to develop proper P&P, we will work with
the Water Department to evaluate if a business officer position can be created and funded. We have
found that other departments may be able to utilize a similar position if created, in order to maintain the
proper business practices needed for those departments who handle direct transactions with the public.
The position could also assist with the creation and updating of P&P when necessary.

FINDING #2

Internal Controls should include appropriate segregation of incompatible duties. No one employee should
perform more than one of the duties involving custody of assets, authorization, recordkeeping, and
reconciliation.

Improper segregation of duties regarding “drop box” payments was noted at the East Bank Office.

The East Bank Office offers a drop box service for customers who wish to make payments after normal
business hours. Customers can place payments in a drop box that is located on the outside of the building.
Payments placed in the box slide to the inside into a room that is secured in the building. The drop box
indicates that no cash payments should be made via the drop box service; however, the East Bank Office
Collection Supervisor stated that customers often do not observe this policy. At the beginning of each
day, the first cashier to arrive collects the drop box payments (custody), writes the amount of payments
on a manual payment log (recordkeeping), then counts the payments - cash, checks, money orders-
received (recordkeeping). The supervisor then verifies that the amount written in the payment log by the
cashier agrees to the payment count made by that same cashier (reconciliation).

The drop box procedures should segregate the custody function from the recordkeeping function or
otherwise have more than one person collect the drop box payments. The current procedures place a
cashier in the position to both commit fraud and conceal it, that is, the cashier could take some of the
cash payments from the drop box and then not include the amount taken on the payment log.
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Drop box procedures were not included in the P&P received from the Department of Water and should
be incorporated into the formal P&P as per Finding #1.

The contents of the drop box will be collected by the Utility Billing Collection Supervisor or in the event
that she is not in the office, then the assistant, Utility Billing Collector II, Lorna Robichaux will collect the
payments. If neither is there in the morning, then the Utility Billing Superintendent will collect the
payments under camera view instead of a Cashier. All of the payments are applied under high definition
camera view so that the potential for fraud is minimized.

We agree with the findings and recommendations provided by IA as well as the proposed solution
provided by the Water Department.

FINDING #3

Safeguarding assets against theft, unauthorized use, acquisition, or disposal is a key component of internal
controls.

The West Bank Office was not properly monitored by the use of updated, quality security cameras located
in high-risk areas. Access to the collection center was not properly secured.

Access to the Terrytown Payment Center was not properly secured. The vault door was not locked. An
excess amount of cash was found to be in the cash drawers.

West Bank Office:

The West Bank Office had three (3) security cameras that were outdated as compared to both the East
Bank Office and the Terrytown Payment Center. There was no camera pointing at the vault area or at the
back door. Accounting records indicate that cameras were purchased for the East Bank and Terrytown
locations in August 2015. The purchase date for cameras at the West Bank location could not be found in
the parish’s asset information system; however, the Assistant Superintendent at the West Bank location
indicated that the cameras have been in place for more than ten (10) years.

Additionally, the West Bank Office can be accessed via front and back doors. The front doors appeared
to be secure; however, the back door was not. The gate to the back parking lot was broken allowing
anyone to pull into the lot. Moreover, the back door to the facility was unlocked. Anyone could walk into
the back and gain access to the cashier area.
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Terrytown Payment Center:

Upon arrival at the Terrytown Payment Center on September 25, 2017, at approximately 2:30 p.m., The
Supervisor was on a break outside of the building and had one of the two entry doors propped open.
Upon entry into the building, the vault with currency inside was also found to be unlocked. Discussion
with the Supervisor revealed that the door is propped open at times throughout any given day while she
is on break, and the vault is only locked when the supervisor goes to lunch or at night when the building
is closed for the day. The building is small and has six (6) newer cameras inside and one (1) camera at
each of the four (4) drive-thru lanes; therefore, the premises appears to be properly monitored.

While reviewing procedures regarding “drops” when cash over $300-500 is removed from each cash
drawer, counted by both the cashier and supervisor, then placed in the vault in separate areas for each
cashier, it was noted that only cash from collections of the other utilities (see Observations in Finding #1
related to Terrytown) were included in each drop. Any cash collected for the Jefferson Parish water bills
was retained in a separate part of the active cash drawer and not placed in the vault. This is done so that
close out cash could be counted separately by Jefferson Parish totals versus other utility totals. There
were three (3) active drawers at the time of the visit with a total of thirty-one hundred dollars ($3,100)
left in the drawers in addition to the base amount $300-500 in each drawer.

West Bank Office:

The quality of the cameras should be evaluated, along with appropriate location and surveillance
capabilities of the cameras. The cameras should be strategically placed in accordance with the size and
layout of the building such that high traffic and unguarded areas are monitored. Additionally, video
surveillance should record and monitor any area where an employee or third party theft could occur.

Access to the building should be secured and restricted to only those individuals who need to enter. The
general public should not be able to access the cashier area or the office areas without authorization and
accompaniment by an employee.

The Department of Water should consult with the Department of Security to ensure that building access
is secure and that surveillance equipment is adequate and strategically placed throughout the building.

Terrytown Payment Center:

The payment center should be secured at all times so as to minimize the risk of access by unauthorized
individuals which will, in turn, minimize the risk of theft of cash and other parish assets. Additionally, the
safe should be locked when not actively being used. This will also minimize the risk of theft.

Specific procedures regarding “drops” should be devised so that all funds in excess of the established
threshold amount are removed from the active cash drawer. Such procedures should be incorporated
into the formal P&P as per Finding #1.
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West Bank Office:

The cameras at the West bank office were not upgraded to high definition cameras in 2015 because Water
was reviewing the possibility of purchasing the building at 4951 Lapalco Blvd. and renovating this building
for use as a new payment center. The cost to purchase new cameras is well over $110,000 with about
$50,000 for installation, which would be lost if the Department of Water were to move to the Lapalco
location. If the final decision is made to stay at 4500 Westbank Expressway, then the Department of Water
will work with the Department of Security to upgrade the camera system in 2018.

Access to the Cashier’s area is limited and a new door has been installed. The Department of Water will
coordinate with the Department of Security to ensure that the gate is functioning properly.

Terrytown Payment Center:

The Department of Water agrees with the assessment of the Terrytown Payment Center and will forward
these recommendations to the Supervisor for implementation.

West Bank Office:

We agree with the findings and recommendations provided by IA. In addition to working with Security,
the Water Department may be able to pursue security grants and should work with the IT Department for
recommendations on cameras that may be more cost effective.

Terrytown Payment Center:

We agree with the findings and recommendations provided by IA.

FINDING #4

According to an email sent on November 18, 2016, by Deputy Chief Operating Officer, Natalie Newton,
the parish is to work toward being a “cash-free” entity. Additionally, Councilwoman Lee-Sheng and staff
have expressed support of the initiative to become a cash-free entity. As such, the criteria of this finding
is to analyze the feasibility of eliminating cash as a form of payment as relates to the Department of Water.

The Department of Water currently accepts cash as a form of payment.

The Department of Water collects funds not only for water service but also for other services and other
municipalities as follows: mosquito, garbage, recreation, Lafreniere Park, Fire, City of Kenner, City of
Harahan, City of Gretna and the Sherriff’s office. In analyzing a full year of collections for 2016,
$91,079,871 was collected via various payment types. Of the total funds collected, $7,355,561 or eight
percent (8%) was in the form of cash.
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Of the $7,335,561 cash collected in the calendar year 2016, nearly fifty-four percent (54%) was collected
at the West Bank Office, followed by approximately thirty-six percent (36%) at the East Bank Office, and
ten percent (10%) at the Terrytown location.

The Terrytown Payment Center also collects funds for Entergy, Atmos, Cox, AT&T U-
verse/Telephone/Direct TV, and AT&T Mobility. A total of $7,433,026 was collected on behalf of the
various utility companies in 2016. Of that amount, forty-two point nine percent (42.9%) was collected in
cash.

Alternate arrangements would need to be made so that cash is not accepted as a form of payment under
the agreement with the other utility companies.

During a meeting in April 2017, prior to the onset of this report, Sal Maffei, Director of the Department of
Water expressed a very strong preference to not work toward becoming cash-free for the following
reasons:

e  Currently, the annual uncollected debt from the Water Department billing is estimated to be
$500,000 with 25% of this as Water Department revenues. It is anticipated that this amount
will increase if cash is no longer accepted.

e Itis anticipated that moving toward a cash-free environment will be a challenge to the aged
customers, as well as, other customers who are entrenched in cash transactions.

7|Page




e Moving to a cash-free environment will most likely cause a disruption among the customers.
Additionally, the Terrytown payment center collects payments on behalf of other utility
companies. The water and other utility customers will adamantly express their disapproval.
It is anticipated that the water department, administration, and council will receive many
phone calls, emails, etc. from disapproving customers.

During the course of this review, Internal Audit followed up with Mr. Maffei who maintained his position
on the matter.

Aside from the concerns conveyed by Mr. Maffei, the Water Department could move toward becoming
cash-free by including a notice of the change in invoices sent to customers and posting notices in the
collection centers giving a reasonable timeframe before implementation takes place. The Department of
Water does not need any additional equipment or services in order to become cash-free; however, the
department may want to consider options such as accepting money orders instead of cash, payment
kiosks maintained by a third party vendor, or forming an agreement with a financial services company
such as a local bank or Western Union that will accept payments, particularly cash payments, on behalf of
the parish. The parish attorney’s office would need to be consulted if such an agreement were to be
made.

Out of $91 million in payments collected in 2016, with over $7 million in cash, one teller allegedly
misappropriated about $1,500 in cash payments and this person was recently brought to trial for those
actions. The Department of Water feels that the community need, convenience, and simplicity of
accepting cash payments plus the lack of fraud within the department outweigh the initiative to become
cash free.

While the Administration would like to move toward a completely cash free policy, we understand that
this change would be a difficult one for our only utility department. The water department services
customers with a life necessity. The Administration is requesting that more stringent audit policies and
perhaps a large samplings of transactions take place in the departments that will be allowed to accept
cash. In addition, these departments must be able and required to produce receipts for all transactions.
Further, segregation of duties — particularly for override purposes — must remain strong. Finally, safe drop
amounts should be established in protocol to minimize cash amounts in active cashier drawers.

FINDING #5

During the course of the review, a third objective was added to review the collections made at the
Terrytown Payment Center on behalf of other utility companies. The related resolution, Cooperative
Endeavor Agreement (CEA), and Service Agreement was reviewed to determine compliance and evaluate
operational efficiency and effectiveness.

8|Page



The Terrytown Payment Center (TPC) collects funds on behalf of Entergy, Atmos, Cox, AT&T U-
verse/Telephone/Direct TV, and AT&T Mobility. TPC was authorized to enter into a Cooperative Endeavor
Agreement with Entergy Louisiana LLC, Cox Communications and Atmos Energy Corporation for a utility
payment center via Resolution Number 111978 adopted on March 18, 2009. The resolution does not
include AT&T and specifies that “there will be no cost to Jefferson Parish associated with the agreement.”
(See Attachment C.) The review resulted in a determination that there are costs associated with the said
agreement.

A Cooperative Endeavor Agreement (CEA) was created to establish an agreement between the
aforementioned parties for the establishment of the payment center. The duration of the agreement
states that “The term of this agreement shall not exceed 3 years from the date of execution.” (See
Attachment D.) The agreement was executed after the March resolution in 2009 indicating that the
agreement has expired. An unexpired CEA could not be located.

The CEA established that CheckFreePay Corporation (CheckFree) be used to process all payments received
by Jefferson Parish on behalf of the various utility companies. Both Entergy and Atmos establish a “per
stub fee” for payments processed on their behalf, while the “per stub fee” for the other utility companies
is established by an agreement between the respective utility company and CheckFree. Jefferson Parish
received the following “per stub fees,” as of December 2016 and June 2017, which is revenue to Jefferson
Parish. CheckFree received an equal amount of revenue.

Utility Company Per Stub Fee Paid By Form of Payment
Entergy $0.20 Entergy Cash, Check, Money Order
Atmos $0.25 Atmos Cash, Check, Money Order
Cox $1.00 Customer Cash only

At&T U-verse/Telephone/Direct TV $1.00 Customer Cash, Check, Money Order
AT&T Mobility $1.00 Customer Cash, Check, Money Order

During the calendar year 2016, TPC processed 50,397 stubs for the various utility companies and 15,665
stubs for the Jefferson Parish Department of Water. The various utility companies represented 76.29% of
collections/stub volume at TPC; the Department of Water payments represented 23.71%.

Utility Company # of Stubs % of Volume
Entergy 30,272 45.82%
Atmos 15,278 23.13%
Cox 2,803 4.24%
At&T U-verse/Telephone/Direct TV 1,899 2.87%
AT&T Mobility 145 0.22%
Sub-Total: Other Utility Companies 50,397 76.29%
Jefferson Parish Water 15,665 23.71%
GRAND TOTAL 66,062 100.00%
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The Jefferson Parish Department of Water received revenue equal to $14,235 related to the per stub
processing fees in 2016. (See Attachment E for a detailed calculation.)

Based on one (1) supervisor position and three (3) full-time cashiers, gross wages, and benefits for 2016
calculated to be $148,231. Since 76.29% is related to collecting for the other utility companies then
$113,081 ($148,231 times 76.29%) is attributed to those efforts. Therefore, the net annual cost to the
parish, after revenues are applied, is $98,847 ($113,081 minus $14,235).

* The TPCis typically staffed with one (1) supervisor and three (3) cashiers. The hourly rate for the cashiers
represents an average rate for that position. Benefits are estimated to be thirty-two percent (32%) of
gross wages as calculated using 2016 actual expense amounts from the Department of Water, Fund
53010. The estimated cost does not include facility costs to operate the building as such costs would exist
if Jefferson Parish were to only collect water payments. Additionally, the estimated cost does not include
supplies, postage, etc.

The per stub fee/revenue received from each utility company varies and does not cover the costs of
operations. If fees were set as the same across the various utility companies, $2.24 per stub would be the
breakeven point so that Jefferson Parish does not incur a net cost. This is based on calendar year 2016
data.

*** The remainder of the page was intentionally left blank. Please continue to the next page. ***
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SUGGESTION

The Department of Water should work with the Administration, Parish Attorney’s Office, and Parish
Council to review the cost associated with Resolution 111978 and related CEA, and reevaluate the desire
to continue the arrangement in the future. If the parish decides to continue the arrangement, revenues
and costs should be brought in line with each other so that the parish is not bearing a net expense which
would be consistent with the spirit of the initial resolution. (See Attachment C.)

The Department of Water should work with the Parish Attorney’s Office to ensure that relevant and
related resolutions, cooperative endeavor agreements, and service agreements include all parties, are
current and meet the satisfaction of the Parish Attorney’s Office review.

RESPONSE FROM JP DEPARTMENT OF WATER

The Department of Water agrees with the assessment but does not have the authority to renegotiate
existing and future agreements. In order to meet the spirit of the resolution, the Department of Water
will work with the Parish Attorneys’ Office and Council to negotiate a reasonable per stub charge as
indicated within this audit. If that cannot be achieved or an alternative solution cannot be determined
and implemented then serious consideration to closing down the payment center should be made
because the majority of the payments made at that facility (76.3%) are for non-water billings.

RESPONSE FROM ADMINISTRATION

The Administration agrees with the findings and assessment made by Internal Audit. In line with the
Department’s response, we will work with the Parish Attorneys’ Office and Council to negotiate a
reasonable per stub charge as indicated within this audit. If that cannot be achieved or an alternative
solution cannot be determined and implemented then serious consideration to closing down the payment
center should be made because the majority of the payments made at that facility (76.3%) are for non-
water billings.

We recognize the service provided at TPC is certainly convenient. We believe the Parish should consider
an amendment to the agreement with our current fiscal agent, Capital One, to serve as a collection agency
for these utility companies as well as Jefferson Parish. This solution is certainly more convenient allowing
for more locations and extended hours for customers to pay their bills. In addition, it could reduce
operation costs to Jefferson Parish. If not agreeable with our current fiscal agent, it should be considered
in the next RFP for these services.

*** The remainder of the page was intentionally left blank. Please continue to the next page. ***
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SUMMARY

In summary, the review highlighted the need for formalized, written policies and procedures that are
tailored to each different payment center since each location offers different services and has different
technologies and capabilities. Additionally, there is an opportunity at the East Bank Office to strengthened
internal controls relative to the night drop box. The review also resulted in the need to further secure
both the West Bank Office and the Terrytown Payment Center in terms of upgraded security cameras and
securing entry to the buildings, as well as, minimizing cash amounts maintained in active cashier drawers.

The Department of Water currently accepts cash as a form of payment but has the ability to move to a
cash-free environment. Alternate arrangements would need to be made so that cash is not accepted as
a form of payment under the agreement with the other utility companies at the Terrytown Payment
Center. The department, Parish Administration, and Parish Council should discuss the continued
desirability of offering this service to the public given current day operational volume and the cost to the
parish.

Internal audit recommends that the Department of Water should review and take appropriate actions as
noted in Findings #1 through 5.

REPORT WRAP UP

Internal Audit obtained responses from the Department of Water and the Parish Administration which
are noted in the “Response From...” sections of each Finding.
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ATTACHMENT A

COSO FRAMEWORK

As recommended by the Government Finance Officers Association (GFOA), Internal Controls will be
evaluated based on guidance from the Committee of Sponsoring Organizations’ (COSO) comprehensive
framework on internal controls. COSO was organized in 1985 in response to concerns in Congress
regarding fraudulent financial reporting and improper payments by corporations. COSO published
Internal Control — Integrated Framework in 1992 which was later revised and reissued in 2013.

According to COSO, internal control is a process effected by those charged with governance, management,
and other personnel, designed to provide reasonable assurance regarding the achievement of objectives
in the following categories:

e Effectiveness and efficiency of operations
e Reliability of financial reporting
e Compliance with applicable laws and regulations

In other words, internal controls help to “make sure things happen the way you want them to happen and
bad or unexpected things don’t happen.” — Deane Hennett, Director of Internal Audit, Old Dominion
University.

The COSO Internal Control Framework outlines five (5) core principles. (See the graphic on the next page.)

Control Environment

Risk Assessment

Control Activities

Information and Communication
Monitoring Activities

vk wn e

This report will focus on Control Activities, specifically:

e Formal Written Policies and Procedures — the blueprint of controls.

e Segregations of Duties — separation of custody, authorization, recordkeeping, and
reconciliation functions.

e Control over Transactions — approval, authorization, review, and verification of
transactions.

e Physical Controls — access to assets (currency, equipment, inventories, etc.) is secure and
restricted to appropriate personnel.

e Reconciliation — various financial records agree to one another such as “cash register”
control total to cash drawer count to bank statement deposit amount.

Please note that if any of the above control activities are not part of a finding contained in this report then
there were not significant deficiencies noted in that area.
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ATTACHMENT B

WATER DEPARTMENT POLICIES & PROCEDURES
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ATTACHMENT C

RESOLUTUION NO. 111978 — UTILITY PAYMENT CENTER CEA
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ATTACHMENT D

CEA —TERRYTOWN UTILITY PAYMENT CENTER
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ATTACHMENT E

STUBS PROCESSED / FEES PER STUB / TOTAL EARNED
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